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Mitigating Credential Fraud 
from Red Flags 
to Emerging AI
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Presenters:

● Marybeth Gruenewald, Director of Global Initiatives

● Aleks Morawski, Director of Evaluation Services 
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Elements of Interest 

History of Fraud Detection
Online Verification/Authenticity Procedures

Credential Evaluation and AI: Forming a Policy
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International Admissions 
Applications

Academic Credentials

English Language Proficiency Scores

Bank Statements

Letters of acceptance

Admission exam 
scores

Where art thou, Fraud?
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Types of Fraud

Internal

Corruption

Accreditation 

Mills
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Walk down memory lane

Slide 7

Altered 
documents

Seals and signatures 
(digital vs ink)

Logo
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Common sources of academic fraud

Online 
purchases

Photoshopped
Documents

Fake Seals
And Stamps

Corruption
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Bonus: bad grammar

See next slide...
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Compare Signatures
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Red Flags:

✓ Blurry University 

emblem

✓ Grades and fonts differ

✓ Degree name not 

written

✓ Weak seals
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Rector’s name is 

wrong for this time 

period. It should be 

Francisco Virtuoso.
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Moving Forward: Forensics
Basic Tools required:

❖ Portable UV Light
❖ Illuminated Magnifier

Source: ECE.Inc

Source: ECE.Inc

Benefits:

❖ Portable

❖ Inexpensive

❖ Easy battery 

replacement

20-40x strength

See what your eye cannot! 
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The Future is Now   
❑ Examination Results: National Exam Boards

❑ List of Graduates/Grade report verifications: 

Institutional websites

❑ Thesis repositories: Available to the Public; usually 

in library

❑ Third Party Verifications: Reports verifiable online

❑ Electronic Document Platforms: Issues via secure 

software sites

❑ QR Codes: depends on the code
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Verification Databases

-Usually require additional 
information about student

-May require VPN access (blocked 
countries)

-Different from online access to 
student’s account

-May produce written results or image 
of verified document
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Lists of Graduates

GCEs Cameroon

Iraq Universities

Kenya 
Graduation Books
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Electronic Document Platforms
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Online Verification Tips
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Top challenges in international admissions

ChatGPT (OpenAI):

● Credential Evaluation

● Language Proficiency 

Assessment

● Fraud and Document 

Verification

● Regulatory and Visa Issues

● Recruitment and Outreach

● Financial Aid and Affordability

● Cultural Sensitivity and 

Communication

● Competition from Other 

Institutions

Gemini (Google):

● Increasing Complexity of 

Applications

● Cultural and Linguistic 

Differences

● Financial Considerations

● Declining Enrollment

● Diversity and Inclusion

● Political and Economic 

Instability

● Managing Expectations

● Technology and Data 

Management

Claude (Anthropic):

● Credential Evaluation

● Verifying Document 

Authenticity

● Language Barriers

● Visa and Immigration Issues

● Cultural Context

● Financial Verification

● Recruitment Logistics

● Geopolitical Factors
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Email Spoofing Basics

• What is email spoofing?

• First you need to access 
the “header”

• This is when someone sends 
an email with a fake sender 
address. They are trying to 
make it appear that the email 
is coming from a legitimate, 
authorized address, when, in 
reality, it is coming from 
somewhere else.
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Accessing the Header

Outlook
• Open the email in its own window
• File→Info→Properties→Internet

Headers

Gmail
• Click on the three dots in the 

upper right corner
• Click “Show original” and then the 

header will pop up
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Header Analysis

• Domain name: Does it match 
the institution’s website? 

• IP Address: Does it match the 
location of the institution? 

• Authentication results: We want 
them to be “pass” 

• Return Path: Is the return path 
email the same as the sending 
email? https://wiki.taicep.org/en/home/Resources

https://wiki.taicep.org/en/home/Resources
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Or, ask ChatGPT (or 
your favorite AI 
assistant):



#AIRC25

25 May 26, 2025

#AIRC25

25

Digital document alteration
Image files

○ Vector images / Formulas
■ PDF, EPS, AI (Adobe Illustrator) 

○ Secure or unsecure
■ Does your digital image fall apart? 

○ Raster images / Pixels 
■ JPEG, GIF and PNG

○ Not easily editable
■ Must edit individual pixels
■ Easy to retouch, not easy to modify elements

○ Resolution
■ DPI (Dots per inch) PPI (Pixels per inch) 
■ Websites display 72dpi. Print min. 300dpi

○ Mixed resolution is a red flag
■ Pixelated images, or pixelated elements
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Unsophisticated Forgery

● I have a raster image file
● Let me convert it to a vector image 

file, add a text box and type my name 
and GPA

● They’ll never notice!
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Digital Forensics
• Digital forensics can reveral surgical 

edits to AI-assisted forged documents. 
• Invisible to naked eye
• Redacted and un-redacted docs can be 

used to create forgeries
• Best with raster images
• AI assistants can analyze Error Level 

Analysis (ELA) images

A sample document where the 
redaction and discipline were 
removed with AI and the logo 
relocated
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Tricky Verification Situations
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Case Study: 
Mexico

Not confirmed, 
but many red 
flags
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QR Code Spoofing:

The QR code went to an image 

sharing website (not the school 

or government website) and 

provided a “verification”
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We looked on the school 
website and found a 
verification section 
https://prepaenlinea.sep.gob.
mx/validarcertificado/

A different student’s 
information came up using the 
Folio No. 

https://prepaenlinea.sep.gob.mx/validarcertificado/
https://prepaenlinea.sep.gob.mx/validarcertificado/
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Case Study: 
India

Verified fraud
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We verified their degree on the Telangana State Council of 

Higher Education’s website but they were listed in Second 
Class rather than First Class with Distinction

https://www.tsche.ac.in/savs-inst
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Scanning the QR code gave 
the text: 

MECHANICAL ENGINEERING 
[redacted info] June 2019 
SECOND CLASS 2015 - 2016 
3112/5700 54.60%

This was confirmed 
fraudulent. They did earn the 
degree, but their marks were 
tampered with to give them 
First Class with Distinction
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Use of AI in 
Credential Evaluation 

https://aice-eval.org/evaluation-guides/

https://aice-eval.org/evaluation-guides/
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1. Inclusive growth, sustainable development and well-
being

● AI carries inherent non-neutrality

● Ask, then challenge the outputs of AI

● Training AI for your own purposes 

benefits the profession
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2. Human rights and democratic values, including 
fairness and privacy

● Respect the law, human rights and 
democratic values while using AI

3. Transparency and 
explainability

● Vet AI platforms
● Ask for primary sources
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4. Robustness, security and safety

● Be selective and critical

● Focus on security and safety

● Protect client/applicant information
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5. Accountability

● Testing for normative 
performance

● Bias checks

● New developments daily

Anthropic CEO: “We Do Not Understand How Our 

Own AI Creations Work”
https://www.techrepublic.com/article/news-anthropic-ceo-ai-interoperability/

Google admits it doesn't know why its AI learns 

unexpected things: "We don't fully understand 

how the human mind works either“
https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.ht

ml

https://www.techrepublic.com/article/news-anthropic-ceo-ai-interoperability/
https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.html
https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.html
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Resources

• https://groningendeclaration.org/trust
-hub/ Groningen Declaration Network, 
T.R.U.S.T. Hub

• https://www.taicep.org/taiceporgwp/r
esources/digital-document-provider-
resource/ TAICEP Digital Document 
Providers

• https://www.taicep.org/taiceporgwp/r
esources/global-directory-of-
national-qualification-frameworks-01/
TAICEP Directory of NQFs

● https://www.darioamodei.com/essay/mac
hines-of-loving-grace How AI Could 
Transform the World for the Better, Dario 
Amodei

● https://www.nafsa.org/ie-
magazine/2024/1/10/generative-ai-and-
global-education Generative AI and Global 
Education, International Educator, NAFSA

● https://www.eaie.org/resource/ai-higher-
ed.html EAIE: How AI is shaking up higher 
education

● https://theconnection.ece.org/ ECE® 
Connection, resources and tools for 
educational credential evaluators

https://groningendeclaration.org/trust-hub/
https://groningendeclaration.org/trust-hub/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.darioamodei.com/essay/machines-of-loving-grace
https://www.darioamodei.com/essay/machines-of-loving-grace
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.eaie.org/resource/ai-higher-ed.html
https://www.eaie.org/resource/ai-higher-ed.html
https://theconnection.ece.org/
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Thank You!
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