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Presenters:

e Marybeth Gruenewald, Director of Global Initiatives = =ECE

e Aleks Morawski, Director of Evaluation Services O scholaro
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@ Elements of Interest @

History of Fraud Detection
Online Verification/Authenticity Procedures
Credential Evaluation and Al: Forming a Policy
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Where art thou, Fraud?

International Admissions Bank Statements
Applications

Academic Credentials

Letters of acceptance

English Language Proficiency Scores

Admission exam
scores
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Types of Fraud

Internal
Corruption

Accreditation
Mills
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Alterations

Fabrications

Misleading
Translations

Diploma
Mills
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Walk down memory lane

Seals and signatures Logo Altered
(digital vs ink) documents
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Common sources of academic frau
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Example: '
Signature hijacking el
in a Letter of R —

We are delighted that you have requested to admission in Master Programme in

International Project Management for Jan-2011 intake.

AC C e p t a n C e Thank you for your application to the Chalmers University. | am very pleased to inform you

that Chalmers University would like to make you an Un-Conditional Offer of a place on our
Master Programme in International Project Management. This is a full time programme that
starts 24" January 2011 and will end on 31 December 2012. Please plan to arrive in
Chalmers University at least one week before the start of your intake in order to attend the

Bonus: bad grammar o

Full Name -

Programme Title g Master

Faculty ? International Project Management
Duration : 2 years

Starts from 5 2011-01-24

Completion : 2012-12-31

Application Fee y € 100.00

Paid % € 100.00

Verification of all supporting documents and fulfillment of visa requirement by Swedish
Migration Board.

o
S e e n ext S ll d e PR | would like to take this opportunity to congratulate you on gaining this un-conditional offer

and wish you every success in your forthcoming examinations and hope to welcome you in

May. 26, 2025

SE-412 96 Gothenburg Sweden




Personal details
Born Robert Gabriel Mugabe

Compare Sighatures ot 21 Ferany 124

Kutama, Southern Rhodesia

{now Zimbabwe)
and wish you every success in your forthcoming exam Died & September 2019
Jan-2011. (aged 95)

Gleneagles Hospital,

Singapore

Resting place Kutama, Zimbabwe

Political party  ANCYL (1949-1952)
, NDP (1960—1961)
Mugabe in 1979 ZAPU (1961-1963)

2nd President of Zimbabwe ZANU {1 9631 98?}

In office ZANU-PF (1987-2017)
31 December 1987 — 21 November 2017

Spouses Sally Hayfron
Alma mater University of Fort Hare (m. 1961; died 1992)

University of South Africa Grace Marufu (m. 1996)

University of London Children 4, including Bona and

o . Robert Jr
Religion Foman Catholicism
Alma mater University of Fort Hare

Signature University of South Africa

. University of London
International Programmes

Si t
Mickname(s) Uncle Bobl ignature
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Blurry Unaversity
Emblem

UNIVERSITY OF NAIROBI

REd FI ag S : [ FACULTY OF EDUCATION

PROVISIONAL UNDERGRADUATE ACADEMIC RESULT SLIP

Name of Student: Reaistration No.:  E35/1850/96
O . FACULTY: = EDUCATION Academic Year: XYOS00  1999/2000
/ B I u r ry U n IVe rS Ity Pro;ramme B.ED. Yearof Study:  XHIBRRSXXRX  FOURTH k
COUIRSE DESCRIPTIVE TITLE OF COURSE ] ACADEMIC | GRADE /
CODE HOL«S

emblem

TAP 401 | EDUCATIONAL PLANNING 4s Diferent
. [ TFD 401 | COMPARATIVE AND CONTEMPORARY forés used
/ | ISSUES IN EDUCATION 45 D o gpaces
ra eS an O n S I er ] TPS 402 | INTRODUCTION TO .SPECIAL EDUCATION 45 AL areas
: REC 401 | DEVELOPMENT PLANNING 45 B [ | eppear
| REC 402 | PUBLIC PLANNING AND POLICY 45 ol
/ REC 407 | OPERATIONS ANALYSIS 5 é/
egree nal I Ie not . REC 414 | URBAN AND REGTONAL ECONOMICS 5
REC 416 | ADVANCED MICRO-ECONOMIC THEORY 45 c
s ‘ REC 417 | ADVANCED MACRO-ECONOMIC THEORY 45 |: A
RCM 401 | MANAGEMENT OF HUMAN RESOURCES 45 A
ertte n \ RCH 402 | PURCHASING AND MATERTAL MANAGEMENT Pr

v Weak seals

Weak Seal
h Name of degree awarded is typicaly
“ wiritten out here

3 8 ZEXA
L , %
1 RECOMMENDATION [_-__. I &
SECOND CLASS, UPPER DIVISIO oE
i /
| i 2 f
i KEY TO GRADING SYSTEM |
A=70%- 100% - Excellent W\
B=60%- 69% - Credit -

C=50%- 59% - | Satisfactory
D=40%- 49% - Pass

E=39%and Below - Fail f
e @/[ 57 2O D é
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Rector's name is

wrong for this time

period. It should be .., Luis Wgalve, ;
Francisco Virtuoso. Bago saber:
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Moving Forward: Forensics

Basic Tools required:

4

L)

* Portable UV Light
* Illuminated Magnifier

CAR)

L)

D)

Benefits:
Source: ECE.Inc

s Portable
* Inexpensive
*» Easy battery
replacement

See what your eye cannot!

Source: ECE.Inc
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The Future is Now

15

U

Examination Results: National Exam Boards

U

List of Graduates/Grade report verifications:
Institutional websites

O Thesis repositories: Available to the Public; usually
in library

U

Third Party Verifications: Reports verifiable online

U

Electronic Document Platforms: Issues via secure
software sites

L QR Codes: depends on the code

May. 26, 2025
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hap: v cducationboard

Ministry of Education _
Inter dii and Yy ion Boards
FOPH R F G5 0F 9 1 2P R R b D Bangladesh

CHINA ACADEMIC DEGREES & GRADUATE:
~> EDUCATION DEVELOPMENT CENTER

Verification Databases

Official Website of Education Board

ik i m ‘l'l; HSC/Alim/Equivalent Result 2022
CREDENTIALS REPORT

aoil o [ Name:
Board  DHAKA Father's Name
e — Group  BUSINESS STUDIES Mather's Hame

:
WIEE: 20f
- L : 'WAECDIRECT ONLINE - RESULTS Metp: --uxhc\'low‘l'h\l\lrw& o
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A . X @ DopMupoBaHue 1 Be... < 0 i L] Grade
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9 yHHBEpCHTETS Centre PACE SETTERS' COLLEGE, WUYE
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Dava poigasm 30.06.2020 COMMERCE B2
cepmononce [ AT (5 A" RPOR P i) ;“)OA::::':MWG ::
. . F120185F E20191£06 5
-May produce written results or imagg | =« == i s o e e o
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The Association of International
Enroliment Management




Lists of Graduates e

44, LAURA, Espira Muthoni 80.

RONOH, David Kimutai

LOURE EKAK KJIECOBENGBHSALTA

EBUA CHARLES HERMAN NOZE HIS-£ REL-C

45, LINTEI, Erastus Sayo 81, SANG, Kiber Curtis

46. MACHUKA, Dorothy Kemunto

. SIMPHILE, Barns

(3) NFOR MONDE HARMLET ECO£ ENG C GEOAHSC (24) " EBOT ONEKE JENNET HS ERELC 47. MAIYO, Reuben Kiprotich . THARUBA, Joseph Ndwaru

W1 TABIBAWAH EFFETI BLANCINE ENGOHIS.C PG RELD €90} G CINTISA RGNV 0 E PG 48, MAKONGOLO, W Remmy . VUDISU, Rael Ozwanyi

(51 JABEALAUREN EWELI LITUTE ENGE HISCATEPHIE 7/ ENELI JOSHUA ENIGEO EHISD " . PAINAINA. W .
(00, TAYU DEBORAH MOGLADYS HISD FHILE 49. MALELL Joyce Wanza 5. WAINAINA, Wambui Grace

B ELZABETH QUONG FO0.E HISC PHIE RELC
EBA AMAH THALIA EKPENG BIO-E CHE-E FSNACT-E
QJONG SUSAN AGBCR ENG-DHIS-£ PHID RELD

FOSSOH PIUS MBI ENGDFREE
NG NANCY VECHAS GEO-E HISD
EFANGE GUSTAFF KWACNGO GEQ-EHSD

50. MARACH, Gladys |
51. MARLENI, Felister

WAMOYO, Michael

. WANJALA, Shamback Brian

%) NBANAYI ONERLA FUNGAMBI ECOE ENGD GEO.E HSD

(10) NENKEM ALESNASAKD ECOEENGE HISDPHHE V)  NOVELLE NEGUNBE QLOVES ENG DHIS £

512 W2 SCOTT GABSIA RHABINE CHE.DICTE
Passcd In 3 Subjects: 32 433).{ SILA BIANCA NJEH ENGEHISD
(1) SALIUAVES ECOBGEOAHISS -
i 202 (34 AKAWUNG ERIC NDEM IS0 PH-
(21 THOMAS NJIE LIMEA ECO.8 ENGAHISS (351 EBONG ASSOUA VICTORINE FSNDHISE
() MIRIAM TEUBE NGO FCO-3 HISBLIT-A % st o

19 XA NeEECOs B (37 EKAKEH ARMEL ROCH NIMAH GEO.EHE.D

1 141 52. MARTI, Kaptum Erastus 88. WEKESA, Calch
I ra q U nivers Itl es 53, MBUTHIA, Teresia Nyokabi 89. WINNIE, Omayio Nyamoita

. MESHACK, Lwande Nelson

(1 CYRILAYAVEA JRECOAGEOSPUSC 6 ZOTa=Z0TS I T T
16 AKWANANGY ANYA FODC ENG-AHISC 11:' g;«’::mﬁfufn’:srma My X Sy iy 5,0 Ay Sty Sy |1
), SEORSA CORNGE FNE DO DCED IESC {40, MENGING PATRICIAMENCHEM HIS-D LITE Y 20142015 7699 |« bl ) SIS oy (K3 5yl i1 | 2
) ;rAfmnmmmJ.nfsc;‘Wf.azg 1) SO ERNRATAE VG RED TG : .
2 MEANELINE ML) C00DENCO 400 62" OSCAR FYIFLE MENYOL ENGE HISD ] 14201 76,938 | 4 e e 351 oSy st i) |3
(101 ELZABETHNIOO ESSENBE HISCLITEPHL2 A B e T . -
(1) UM CLUDKONBDEENGEFSIh 4\, ASONGANYIBRUAND TREVOR NKONGHO BIOECHED plu 2014-2015 76,622 | 0008 W o I
10 EOMNG UEUICHOMNG BCRE\E ENGDHE B NS 45/ AGBORIOK) CBENABI MERTIN GEQEHS O 2014 - 2015 v i 105 ¢ oihed A
o :é’;‘ﬁ:sﬁ?:i‘;ﬁ:‘&z‘i;‘":‘m“““ {4y | GODDY NGONIA KOVBE FSNOHS-E [ TSYT3 | | sl ) S it Sl |5
z > (477 TAYU GLADYS GAMBO HIS€ REL-D v . « . ¥ R
9 e aRRilt e g 1) AVGACORS GOEPHE rsy WM-2005 | 75362 | | ot Spkphep | oSy iten iS5 | 6
: o o b FozoroweIGHsE e i % R T T A e
(171 TAH ENJOH MALIECGA ENG-D GEOE HISC ey 15025 | » (el fpudd 1)) SSh gyl g8l |7
it oo P L TN Y T P
g ictlimliat oty o S ol e s . : o) BACHELOR OF BUSINESS MANAGEMENT (HUMAN RESOURCE MANAGEMENT)
2 EPOSIWARTHA B0 NG OHS DLTE ) Edl i haniisis ol Y 014-2015 4152 |8 s s (shaly R i
22) TUA GLADYS NGENBO FSN-DHS £ RELE (55) | 1SONG LZETHENMAENGE HISE 2014 2015 T N = T FIRST CLASS HONOURS
231 ACHEN OBASE FESTUS ASHU B0 CHEE T O et A B R u ! I | i g Ky Syl 53015 |10
(241 WENGOT DAVID AGBOR HIS-D PH-ERELE an Sis : o 2014- 2015 73355 |4 e e %3 i sy iS5 |11
4 o > 3 g ) 5)Hsi 541y
aiy | W] g0y | e | S sy 12 Ke nya
2014 - 2015 : R T .
GCEs Cameroon 198 [ | o[ simmss [ d K
B & O o bt Graduation Books
] ) N3 | & Jhar dasd 3o S $xityla iS5 14
o 2014-2015 70865 | | 9l Yoare e gilS | (s gyt i (15
ey W20 | 063 || s sy | iy s s [16
psy 20142015 70005 | i | sl |17
o 2014 - 2018 69596 | | gldea ek | iy st ion 18
2014-2015 68.89 || e M | S st Sl
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Electronic Document Platforms

, EHHHA
AEPXABHA
" ENEKTPOHHA
. ‘Eﬁ} BA3A 3NHTAHB
/ OCBITH

hina Credentials Verification

2

MyCreéds.ca

18  May 26, 2025



Online Verification Tips AIRC25

Search website of Watch out for fake
institution/board/ministry Search exact thesis title.

who issued the documents.

Check documents for R :
verification sites — may

mimic real ones.

mention of verification.

e R r =
: !f d(.)cun.lents have Look for “Verification”, PaY atterjtnon 'to source — Is If possible, see if you can
verification link or QR code, “Results”. “Graduates” it a university site or a find your way to verification
try to confirm it through & I RS e — database that gets its — site from official
R 3 R Authentication”, etc. in the . s > SR e
official website of issuing : information directly from institution/board/ministry
SRR language of the website. : R :
institution. universities? site.
e J - y,
F e 4 R
Does it confirm institution, Bs?r:i'n:?tgfks.:ﬁ.?:;iggf
T 1l level of study, date? . .
site.
" o o J
4 N
Be cautious of platforms to
— which anyone can
contribute.
. S

Enroliment Management
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Top challenges in international admissions

Recruitment Logistics

Communication Managing Expectations o
Geopolitical Factors

e Competition from Other e Technology and Data
Institutions Management

ChatGPT (OpenAl): Gemini (Google): Claude (Anthropic):
e (Credential Evaluation e Increasing Complexity of e Credential Evaluation
e lLanguage Proficiency Applications o e Verifying Document
Assessment e Cultural and Linguistic >
e Fraud and Document Differences Authenticity
Verification e Financial Considerations e Language Barriers
e Regulatory and Visa Issues e Declining Enrollment e Visa and Immigration Issues
e Recruitment and Outreach e Diversity and Inclusion e Cultural Context
e Financial Aid and Affordability e Political and Economic e Financial Verification
e Cultural Sensitivity and Instability .
[

The Association of International
Enroliment Management
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Email Spoofing Basics

o . . .
What is email spoofing? ® Thisis when someone sends

an email with a fake sender
address. They are trying to
make it appear that the email
® Firstyou need to access iIs coming from a legitimate,
the “header” authorized address, when, in
reality, itis coming from
somewhere else.

21  May 26,2025
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Accessing the Header

Outlook Gmail

Open the email in its own window - Click on the three dots in the

File>Info>Properties~>Internet upper right corner
Headers - Click “Show original” and then the

header will pop up

[IEI newsletter] Deadline Extended! Remember to submit your pro

Move item to a different folder
Move or copy this item to a different folder Properties X . oA . T
H of 1,655 <
Move to = Current Folder: Inbox < ® (0] w 8 0 & D H 1 >
Folder v Settings

Security

I : Ne I v
Message Delivery Report [E] mponance Norma &

N Add digit

L Review delivery report for this email message. Delivery report Sensitivity ~ Norma
Open Delivery | Message was delivered and which rules,if any, were applied t Hnides S MTAE reciet o s T

Report o . Jenna Feeback (Ominutesacol v €
(] Do not AutoArchive this item o m

€ Reply
Message Resend and Recall Tracking options

e contents and attachments TEST S a

re to ou message

email message or attempt to recall it from recipie e R > Forward

Resend or

Recall v Request a read receipt for this message
Jenna Feeback Longardner = Filter messages like this

Properties Delivery options; Account Manager -
; Setand view advanced options and propertes for tis tem. JRGRY 1€l International Educators of llinois Cholrsing S Print
S 230 k8 - H

Properties () Expires after None v | [1200aM > #: 312-373-0952 @ Delete this message

www.scholaro.com @ Block "Jenna Feeback"
Contacts... h IO O
€ schoiar
Categories v | [ None @® Report spam

Scholaro is an Endorsed Member of AICE, the Association of International Credential Evaluators

dJ Report phishing

<> Show original

Received: from PHOPR16MB4784.namprd16.prod.outiook.com
(2603:10b6:510:14829)
by DM6PR16MB3594.namprd 16.prod.outiook.com with HTTPS; Tue, 24

Oct 2023 B Translate message
20:34:03 +0000

Received: from MW4PRO3CA0023.namprd03.prod.outlook.com & Download message
(2603:10b6:303:8f:28)

[Message clipped] View enti

&Y Mark as unread
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Header Analysis

.
% ABOUT v MEMBERSHIP v RESOURCES v PROFESSIONAL DEVELOPMENT v  CERTIFICATE PROGRAM v SPONSORSHIP v

_JAICEP —
- Domain name: Does it match
the institution’s website?

- IP Address: Does it match the

Newsletters TAICEP members have access to this document in the TAICEP Wiki. (Resources > Email Spoofing Detection Guide)

location of the institution?

Terms

- Authentication results: We want | sseoumes %

Recommended Publications

them to be “pass” TAICEP

Resource The Association for Internation

. Return Path: Is the return path | e

Transcripts and Verification
Portals

al
tion Professionals®

. . Email Spoofing Detection Guide
e m a I l_ th e S a m e a S th e S e n d I n g Verification Sources for By Majka DrewiizEen‘mr Manageignf Evaluation Staff, Educational Credential Evaluators Inc.

Educational Documents

email? https://wiki.taicep.org/en/home/Resources

The Association of International
Enroliment Management
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Or, ask ChatGPT (or
The email originated from Amazon Simple Email Service (SES), specifically from the eu-west-1 (Ireland)
yo u r favo rite AI AWS region, on behalf of Centauro Rent a Car.

Here's the breakdown of the origin:
a S S i St a n t) [ ] s Return-Path / MAIL FROM address:
[

91020196C84e6714-626c4119-2588-4ff0-3247-5643265c89d6-000000@cu-west-1. amazonsas. com

This indicates that the email was sent using Amazon SES from the EU West (Ireland) region.

Original Message + Sending mail server IP:

. o 54.248.6.99 — this IP belongs to Amazon Web Services (SES).

o o o A G——

® F—— * DKIM Signatures:

- R ————— o . . o
po R The email is cryptographically signed by both centaurorentacar.net and amazonses.com, indicating
:::w “:S""””"""'"” == that it was authorized by both the brand and the email delivery platform (Amazon SES).

s SPF and DMARC authentication:

These checks passed, meaning Gmail verified that Amazon SES was permitted to send on behalf of

centaurorentacar.net .
s Envelope sender (From):
Centauro Rent a Car <no-reply@centaurorentacar.net>
Summary:

The email criginated from Amazon SES servers in the EU-West-1 region (Ireland), and was sent on behalf of
centaurorentacar.net , a legitimate domain used by Centaurc Rent a Car. The authentication results indicate

the message is likely legitimate and authorized by the brand.

Let me know if you'd like to trace IPs, investigate headers more deeply, or verify potential phishing risk.

The Association of International
Enroliment Management
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Digital document alteration

Image files
o  Vectorimages/Formulas |magefi|e formats
[ ] PDF, EPS, Al (Adobe Illustrator)
O  Secureorunsecure
m  Doesyourdigitalimage fall apart?

| e
lg.n JPG GIF PNG TIFF RAW PSD
Raster images / Pixels Rasterimages
Pixel-based hics Animation & Transparency High quality Layered Adobe
- JPEG’ GIF and PNG TG S transparency in with millions print graphics Photoshop
Not eaSiLy editable Resolution dependent limited colors of colors and scans digital cameras design files
- Must edit individ Lpixel Photos & web graphics
ust editindividual pixels
m Easytoretouch, not easy to modify elements
ZEN PDF EPS Al
Resolution Vectorimages
m  DPI(Dots perinch) PPI (Pixels perinch) Curve-basedgraphics " 0t EE
[ | Websites dISplay 72dp|. Print min. 300dp| Resolution independent documents elements incorporate raster elements.
. . . Logos, icons, & type
Mixed resolution is a red flag
m Pixelated images, or pixelated elements
RGB is a light-based color mode!
lmage C°|°r Y that stands for red, green
formats G

25
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Unsophisticated Forgery

e | have arasterimage file

e Letme convertitto avectorimage
file, add a text box and type my name
and GPA

e They’ll never notice!

The Association of International
Enroliment Management
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Digital Forensics
* Digital forensics can reveral surgical
edits to Al-assisted forged documents.
* |nvisible to naked eye
* Redacted and un-redacted docs can be
used to create forgeries
* Best with raster images
* Al assistants can analyze Error Level
Analysis (ELA) images

A sample document where the
redaction and discipline were
removed with Al and the logo
relocated
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SISTEMA EDUCATIVO NACIONAL
SUBSECRETARIA DE EDUCACION MEDIA SUPERIOR
Servics0 NACIONAL DE BACHLLERATO B4 Linea
CERMACADO DF TERVINACION DE ESTUDIOS
EDUCACION VIRTUAL

“Prepa en Linea - SEP", con Clave de Centro de Trabajo 09DBH0001D, certifica que

[ con Clave Unica de Registro de Poblacién| y numero de matricula E1607H09145, acredité totalmente el
a S e u plan de estudios de bachillerato con formacién elemental para el trabajo, en el periodo del 04 de mayo de 2015 al 28 de agosto
[ ] @ 2017, con 276 créditos, de un total de 276.

° DE [ 8.0 ] I OCHO PUNTO CERO
M e x I c 0 Mddulos acreditados de formacion profesional basica:
Cant. Total de Hrs. Créditos

Tocrotaga 9 irbrmacn y wmeack ) 12 120

Do 18 RMACK ¥ CONOCITIID . » 120

1 M0guam o In "eacON O MEMbre Con @ Moo at 120 20

Tasin y sk oml munhs 74 1 129

Argamartacitn ar " 120

W o en com legun as 1 29

W vt ar ot loegriae w » 120

Sar social y socieded s 12 20

Botedad mexcana cormmpursres 2] 120 120

Transboracerss o= ot s coramporanec w2 12 20

L4 Represercacones smtxbcas y sgoremos. a7 ”w 120
MainTihican y eoraseriaccres Sel sisierie nates e 2 wo

Varacdn an rocmece wcses w iy 20

’ Urmaraa senurad . 1 120

Hocka un demarote wsmrentre e 2 no

Erchisn y va roparcyserme socmes a » 120

Lataciatcn o lertmencs naturwes y procesot sccekee L 120 2o

Catcako a0 fendmnos s y procesos socises s P 120

Orarca sn s natwacs ® movmerie 72 » 20

Optrizecitn en watemas natraos s i 120

o on i ciencis y i Wcrciogle & s 20

Torraing an amarpeee 01 mackurior 16 sbems " » 20

Tecnoiogias smergeves par ls adririeircie s geetin . 129 20

Autoridad educativa: Sivia Beatriz Ortega Salazar - Subsecretaria de Educacion Media Superior.
No. certificado autoridad educativa: 00001000000402056562

flags

Sello digital autoridad

JTyEQVS, 'bx2z8/ /xcoB LWPZgrk7zw/V4jfOSvLnoo

[=1] UsZaeTFU/Kn/ abUTaG JIF7Q): gn//
52t01 1FBUJ/! P3Jxx/95

CX+DS8Fcy, QH1 8A= =

Fecha y hora del timbrado: 19/08/17 09:01:54

Sello digital SEP:
N/emwgFL7+0pufE7m-+3N+UOLs 70A3cLV4p3M2 31/ InPop1 VJDBROGFOWTYEDITao/0fSdx / QNnCHFQIWNMNBcged)
PIP+IyJEU; 3Y7605mMT; 1nCG87'

El presente Certificado de Terminacién de Estudios ha sido firmado mediante el uso de la firma electrénica avanzada,
amparada por un certificado vigente a la fecha de su elaboracién; y, es vilido de conformidad con lo dispuesto en los
articulos 1, 2, fracciones IV, V, XHil, y XIV, 3, fracciones Iy Il, 7, 8, 9, 13, 14, 16 y 25 de la Ley de Firma Electrénica
Avanzada: 7 y 12 del Reglamento de la Ley de Firma Electrénica Avanzada.

Follo 3d607306-28a3-42bf-9a6d-78eSdc832be2
El presente documento se imprime en Alvaro Obregén, Cludad de México,  los 19 dias del mes de agosto de 2017.
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QR Code Spoofing:

The QR code went to an image
sharing website (not the school
or government website) and
provided a “verification”

30  May.26, 2025

https://i.ibb.co/V91JLvs/Sigaprep-Miriam.jpg

Ana en
ﬁg‘\l\wa
StP

Servicio Nacional de Bachillerato en
Linea

Prepa en Linea-SEP

Nombre:

CURP: I

Matricula: E1607H09145

Estatus: Egresado

PREPA EN LINEA | SIGED MMM PERFIL DE EGRESADO

Servicio Nacional de Bachillerato en Linea
Prepa en Linea-SEP
Coordinacién de Control Escolar
controles.prepaenlinea@sems.gob.mx
Tel. (55)36016900 ext. 55451 y 55452
018001120598

AIRCG25
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Prepa en Linea-SEP

We looked on the school

AN Sy s d a
verification section

https://prepaenlinea.sep.gob. o

Nombre y apellidos:

mx/validarcertificado/

Datos del plantel o servicio

Folio: 3d607306-2823-4206-0;

Plantel o servicio educativo:
Clave de Centro de Trabajo:

A different student’s

Plan de estudios:

information came up using the

Créditos obtenidos:

Folio No. e

Tipo de documento:

oria academica y «

Estatus:
Folio:

Fecha y hora de timbrado:

31  May 26,2025
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Case Study:
India

Verified fraud

32  May 26,2025

E (An Autonomous Institution under JNTUH)

| ur. no.. R si.No.: siapc 0409 1

| This is to certify that

¢ | passed
‘ examination of this Institution, held in and that ® was &9
{ placed in
: He

A\/A\,‘V'AA\‘.V ‘Z.Y‘" 4

SIII llDIl COI.I.GGG Y GIIGIIIGGﬁIIIG & TECHNOLOGY

‘@

Sheriguda(V), Ibrahimpatnam(M), R.R.Dist.501 510, India
(Approved by AICTE, New Delhi and Affiliated to JNTUH)

T S Sl S e S N

PC. NO. 31905D400829 “ oy CMM No:: 21905D400829

IR

( PROVISIONAL CERTIFICATE | J

Mr.

Sonof

B.TECH(MECHANICAL ENGINEERING) degree |t ¢

June 2019

FIRST CLASS WITH DISTINCTION

has satisfied all the requirements for the award of the degree.

EE
2 1

LT
T

S’
Controller of Examinations PRINCIPAL

Hyderabad

Date : 18/07/2019 gp\' A

E W N S W S S 0 . [\ S N S S N\ [\ ), ‘\'A'A'A,VI\VI\VAé 3

AIRCG25
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We verified their degree on the Telangana State Council of
Higher Education’s website but they were listed in Second
Class rather than First Class with Distinction

Telangana State Council of Higher Education TSCHE SAVS HOME

TSCHE:: Student Academic Verification Service

Student Photo Your Input

w2 University JNTU, Hyderabad
Degree BTECH
Year Passed 2019
Hall Ticket No. ]

Your search Output

Field Name Field Contents

HTNO 15D41A0387

STUDENT_NAME

33 May 26 2025 PERCENTAGE 54.6

RESULT Second Class . i bl S


https://www.tsche.ac.in/savs-inst

AIRCG25

/tv;'vg@v.’v’.vAvA'vAv,vAv,.v;Y.vv..\vf.v.v,.vAvv..'\c.\av;v.\r‘v.vv\v,\ :

X o

. “§ Scanning the QR code gave
> (Approved by AICTE, New Delhi and Affiliated to JNTUH) % ,

% . No.: I N SI.No.:smPc0409f the teXt.

>

$ B i G b MECHANICAL ENGINEERING

[redacted info] June 2019
SECOND CLASS 2015 - 2016
3112/5700 54.60%

S
< ((PROVISIONAL CERTIFICATE )

3| This s to certify that Mr.

Sonof

B.TECH(MECHANICAL ENGINEERING)

: passed degree |

This was confirmed
fraudulent. They did earn the
degree, but their marks were
tampered with to give them
First Class with Distinction

3 June 2019 y
examination of this Institution, held in and that " was | g

FIRST CLASS WITH DISTINCTION

placed in

He  pgs satisfied all the requirements for the award of the degree.

iE
7 5

LT

Hyderabad ; Controller of Examinations PRINCIPAL

SN S S
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Use of Al in
Credential Evaluation

https://aice-eval.org/evaluation-guides/

Use of Artificial Intelligence in Credential
Evaluation: A Principled Approach

Prepared by: Association of International Credential Evaluators (AICE)

November 2024



https://aice-eval.org/evaluation-guides/

AIRCG25

1. Inclusive growth, sustainable development and well-
being

e Al carries inherent non-neutrality
m e Ask, then challenge the outputs of Al

e Training Al for your own purposes

z‘: | :‘E benefits the profession
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2. Human rights and democratic values, including

fairness and privac
P y Respect the law, human rights and

democratic values while using Al

nELthics
R
EY:;\ oIPem 'Yeph“\ec\w‘-‘k \
xessl(?“,fc q“-ﬁ‘.‘\ii{&‘ %esﬂ'\‘a“ce 3 T d
m‘i‘{’spoﬂm\ M hComPiiracy . Iransparency an

e SojcetPem Oz

ac
D oy aw o t . S
m 1git e 3§“S?€$€’g§;:¢a&x S. explainability

\L“
\\ "~ ‘“ b\ ; ‘5\\\9 ,\cu‘é”

\w Censo oy siay o VetAl platforms

Spa \Ct\o“ om
\\\\'\S“ Fii\.eg%m‘_x.

bl o Askfor primary sources

ﬂ “‘

mﬂa
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4. Robustness, security and safety

 Copilot .
1 e Be selective and critical
% Claude
@) deepseek Grok « Focus on security and safety

o Protectclient/applicantinformation
. ChatGPT

Meta Al
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5. Accountability

Testing for normativ
Anthropic CEO: “We Do Not Understand How Our ¢ estingtor normative

Own Al Creations Work” performance

https://www.techrepublic.com/article/news-anthropic-ceo-ai-interoperability/

Google admits it doesn't know why its Al learns e Biaschecks

unexpected things: "We don't fully understand

how the human mind works either”

https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.ht
ml

e New developments daily

"This is an exciting and confusing time, and if you haven’t figured out how to make the best

use of Al yet, you are not alone."—Bill Gates

ion of International

The Associati
Enroliment Management



https://www.techrepublic.com/article/news-anthropic-ceo-ai-interoperability/
https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.html
https://www.marca.com/en/technology/2025/04/01/67ec12a4268e3ed4708b4582.html

Resources

+ https://groningendeclaration.org/trust
-hub/ Groningen Declaration Network,
T.R.U.S.T. Hub

» https://www.taicep.org/taiceporgwp/r

esources/digital-document-provider-
resource/ TAICEP Digital Document
Providers

 https://www.taicep.org/taiceporgwp/r

esources/global-directory-of-

national-qualification-frameworks-01/
TAICEP Directory of NQFs

AIRCG25

https://www.darioamodei.com/essay/mac
hines-of-loving-grace How Al Could
Transform the World for the Better, Dario
Amodei

https://www.nafsa.org/ie-
magazine/2024/1/10/generative-ai-and-
global-education Generative Al and Global
Education, International Educator, NAFSA
https://www.eaie.org/resource/ai-higher-
ed.html EAIE: How Al is shaking up higher
education

https://theconnection.ece.org/ ECE®
Connection, resources and tools for
educational credential evaluators

Association of International
Enroliment Management



https://groningendeclaration.org/trust-hub/
https://groningendeclaration.org/trust-hub/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/digital-document-provider-resource/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.taicep.org/taiceporgwp/resources/global-directory-of-national-qualification-frameworks-01/
https://www.darioamodei.com/essay/machines-of-loving-grace
https://www.darioamodei.com/essay/machines-of-loving-grace
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.nafsa.org/ie-magazine/2024/1/10/generative-ai-and-global-education
https://www.eaie.org/resource/ai-higher-ed.html
https://www.eaie.org/resource/ai-higher-ed.html
https://theconnection.ece.org/

AIRCG25

Thank You!
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